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Abstract

To realize the act of covert communication in a public channel, steganography

is proposed. In the current study, modern adaptive steganography plays a dominant
role due to its high undetectability. However, the effectiveness of modern adaptive
steganography is challenged when being applied in practical communication, such

as over social network. Several robust steganographic methods have been proposed,
while the comparative study between them is still unknown. Thus, we propose

a framework to generalize the current typical steganographic methods resisting
against compression attack, and meanwhile empirically analyze advantages and disad-
vantages of them based on four baseline indicators, referring to as capacity, impercep-
tibility, undetectability, and robustness. More importantly, the robustness performance
of the methods is compared in the real application, such as on Facebook, Twitter,

and WeChat, which has not been comprehensively addressed in this community. In
particular, the methods modifying sign of DCT coefficients perform more superiority
on the social media application.

Keywords: Steganography, Robustness, Undetectability, Social network

1 Introduction

Steganography, one type of information hiding, is a science and art of transmitting
secret bits in a covert channel [1, 2]. Different from watermarking technique for pro-
tecting copyrights [3], steganography conceals the existence of covert communication by
embedding message into media as cover. Conventional media, including text [4], image
[5], audio [6], video [7], are widely used for steganography, among which images are the
most popular.

Image steganography algorithms are generally divided into two categories: non-adap-
tive steganography and adaptive steganography [8—15]. Non-adaptive steganographic
algorithms such as Least Significant Bit replacement (LSBr) and Least Significant Bit
matching (LSBm) steganography, only randomly embed secret message by modifying
pixels/coefficients of the image, where selection of embedding position is nearly inde-
pendent of image content. On the contrary, adaptive steganographic algorithms with
minimizing a distortion function can achieve high undetectability. Typically, spatial-
domain algorithms such as HUGO [16], WOW [17], HILL [18], and S-UNIWARD [19]
select the appropriate embedding region according to the texture complexity of the
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image; similarly, frequency-domain algorithms embed secret message by adaptively
modifying DCT coefficients including UED [20], UERD [21], J-UNIWARD [19], and
SI-UNIWARD [19]. In an alternative manner, the performance of adaptive strategy has
been increasingly improved by minimizing non-additive distortion in steganography
[22-24].

However, it hardly holds true that adaptive steganography can extract secret informa-
tion entirely and correctly when stego image suffers attack from a dirty channel [25],
such as compression, cropping, scaling, even adding noise. The dirty channel denotes a
public channel where the transmitted stego image might be attacked by the server pro-
vider. The goal of steganography is to achieve covert communication between sender
and receiver, and the secret message can be completely reconstructed even in the dirty
channel. In this context, the design of robust steganographic algorithm has attracted
more attention in the community of image steganography.

Some algorithms have already made breakthroughs. Zhang et al. first proposed a series
of robust steganographic methods [26—28]. The core idea behind those algorithms is that
the mapping relationship among features from cover source, which basically remains
stable, should be mainly addressed. For instance, the magnitude and position relation-
ship of DCT coeflicients among inter or intra blocks are utilized. That is because the
relationship basically remains its characteristic before and after compression. In the fol-
lowing, we simply generalize the methods [26—28]) in the early stage:

« DCRAS [26]: First, the DCT coefficients are divided into 8 x 8 blocks. Next, through
comparing the magnitude of target DCT coefficient and the mean of its neighbour-
ing ones among the same sub-band, the relationship is mapped to a set of cover
elements {0, 1}. Specifically, if the target DCT is larger than the mean of its neigh-
bouring ones, cover element with 1 is extracted; otherwise, cover element with 0 is
acquired. Finally, the secret bits encoded by RS are embedded into cover elements to
generate the stego elements, which help us to acquire robust stego image.

« FRAS [27]: First, the robust regions are located by adopting Harris—Laplacian fea-
tures [29]. Next, on the basis of DCRAS, the cover elements can be obtained, which
further strikes the balance between undetectability and robustness. Thus, the perfor-
mance of FRAS is superior to DCRAS.

+« DMAS [28]: Relying on JPEG compression quantization table, with the help of
dither modulation, the cover elements can be successfully extracted. Through taking
full advantage of compression characteristics, the constructed embedding domain
is more stable than its predecessors, leading to that the modification magnitude
of DCT coefficients is smaller. Thus, both robust and undetectable performance is
remarkably improved.

In the early stage, people pay more attention on the robust domain. While in the current
stage, for instance, Tao et al. [30] proposed a novel robust steganographic algorithm via
intermediate images based on coefficient adjustment. Based on the transmission chan-
nel matching, the authors of [31] repeatedly compressed the image to reduce the impact
caused by JPEG compression of the channel, that directly improves the robustness of
the transmitted stego image. In addition, Zhu et al. proposed a robust steganography
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method by modifying sign of DCT coefficients [25]. Recently, robust steganographic
algorithms have been further developed based on generalized dither modulation and
expanded embedding domain [32], and based on the strategy of adaptive dither adjust-
ment [33]. Encouragingly, the aforementioned algorithms perform very well when resist-
ing attacks by JPEG compression while ensuring a high accuracy of correctly extracting
secret information.

It should be addressed that in this paper, we are not prepared to list all the state of
the arts while mainly revisit the typical methods in the current stage. That is because
the methods in the current stages (lack of comprehensive comparison) improve the per-
formance of the methods in the early stage. Then, the rest of this paper is organized as
follows. In Sect. 2, we first propose to formulate the problems of current robust stegano-
graphic algorithms; we mainly overview three typical algorithms, which is followed by
experimental results in Sect. 3. Finally, the concluding remarks are drawn in Sect. 4.

2 Typical robust steganography

2.1 Framework and metric

In the current study, the simulated channels in the laboratory are often used to attack
stego images instead of real transmission channels. Various channels might offer differ-
ent attacks, among which JPEG compression is widely-adopted. In this context, we pro-
pose to address some limitations of current arts.

First, some steganographic methods heavily depend on the quality factor (QF) of JPEG
compression from the transmission channel, where the property of transmission channel
is required in advance. Therefore, if the transmission channel becomes unknown, the
robustness of steganography cannot be guaranteed, even resulting in complete failure of
secret information extraction.

Second, many robust steganographic methods only consider a single attack, which
is unreal in practical communication. In particular, one method can resist well against
JPEG compression while fail to deal with the case of re-scaling. In addition, robust steg-
anography relying on the correlation feature between neighboring pixels (or DCT coef-
ficients) probably fails when the relationship is destroyed by multiple attacks from the
transmission channel.

To our knowledge, to complete the task of robust steganography, most of current stud-
ies are prone to sacrifice the embedding capacity for improving the security of covert
communication. For clarity, it is proposed to generalize a framework of robust steganog-
raphy as Fig. 1 reports. For a sender, she/he would like to embed the secret message into
a cover image, in which cover elements are selected for embedding generally relying on
the design of robust steganography, leading to a stego image; for a receiver, the secret
message can be successfully extracted by carrying out the extraction process even in a
dirty channel, in which lossy compression unavoidably happens. Moreover, for instance,
we also provide a use case of robust steganography in Fig. 2, by iteratively simulating
procedure of JPEG compression, the robust DCT coefficients from the 64 subbands,
which always remain unchanged before and after compression, are selected.

Besides, four indicators are used to measure the overall performance of different
algorithms:
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Fig. 2 Use case of robust steganography

+ Capacity: the stego image carries the maximum number of the secret bits.

+ Imperceptibility: the stego image is indistinguishable from the cover image in human
visual perception.

+ Undetectability: the stego image can bypass the detection from modern advanced
steganalysis.

+ Robustness: the stego image capable of successfully transmitting secret bits, is
immune to known or unknown post-processing attacks.

Without loss of generality, the technique of steganography needs to move from the labora-
tory to the real world for a wide range of applications. Then the fashionable social network
replaces the simulated transmission channel for cover communication, such as Facebook,
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Twitter, and WeChat, in which various unknown attacks are adopted to threaten stego
images. To address those challenges, the study of robust steganography should mainly focus
on the robustness of stego image itself (active scheme), rather than relying on the transmis-
sion channel (passive scheme). That is because the vulnerability of transmission channel
based algorithm is possibly exposed when social network ceaselessly adjusts its correspond-
ing attack strategy such as QFs of JPEG compression (see Subsection 3.6 of Sect. 3). Next,
we generally overview three typical robust steganographic methods, and provide the com-
prehensive comparison in the numerical experiments.

In general, two mainstream categories of robust steganography are proposed. The first
one mainly relies on the transmission channel, see [30, 31] for instance; the second one
mainly relies on the robust domain, see [25] for instance. In this section, we mainly intro-
duce the main ideas of three typical robust steganographic algorithms [25, 30, 31], and
highlight the advantages and limitations. The representative steganographic methods we
chose are chronologically proposed to deal with the problem of robustness of covert com-

munication, dependent of different strategies.

2.2 Transmission channel matching
The main idea of [31] is to adapt the image to the transmission channel, that is, to repeatedly
compress the image with the same QF to reduce extraction error, leading to the improved
robustness of the stego image. It is worth noting that before transmission, a “cover image”
has to be optimized.

As Fig. 3 illustrates, the principal of TCM (Transmission Channel Matching) is actually
that the strategy of multiple JPEG compression helps us reduce/eliminate errors caused by
quantization and rounding, that is straightforward formulated as

S = round [FIDCT (Q x D) }, 1)

where D denotes the original DCT coefficients from a JPEG image, Q the quantization
step, and Fipcr () represents the inverse DCT operation. After rounding, we can obtain
the de-compressed image S in the spatial domain. Then we generate the new DCT
matrix D) by transforming S to DCT coefficients:
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DY = round | Fpcr(S) / Q |, (2)

where Fpcr(+) denotes DCT operation. Then, let us define Ng;g(D, DI) as the number
of different DCT coefficients between D and DV, Since that the effect on DCT coef-
ficients from JPEG compression attack is mainly caused by rounding and quantization
operation, the number Ny can be further decreased (to zero for optimal solution) by
multiply compressing an image.

Furthermore, let us extend our description of TCM by defining DCT coefficients as D
from a cover image X; meanwhile the QF pre-set by the dirty channel, denoted as
Qchannel, is prior-known (easily acquired by up-loading and down-loading the same
image). Before applying TCM operation, the size of the image should be calibrated,
matching to the channel. First, it is proposed to obtain D by Qunanne. If
Ngig(D, DY) = 0, the cover image X is used for embedding; on the contrary, X’ re-con-

structed by DU is re-compressed to obtain D®). Next, in the case of N;.«(D'D), D) = 0,
Ngi
Noige

than 0.98, the original cover image X is used for embedding. If the above conditions can-

X’ is used for embedding; otherwise, we calculate the ratio i, When the ratio is greater

not be met, in virtue of Eqs. (1) and (2), we re-do the aforementioned procedure using
the twice-compressed image until the optimal cover image is acquired.

During the embedding process, two benchmark adaptive steganographic algorithms
for JPEG image are adopted, namely J-UNIWARD [19] and UED [20]. More importantly,
to further improve the robustness, the mechanism of ECC (Error Correction Coding) is
established, leading to two specific schemes. In particular, JCRIS (JPEG Compression
ResIstant Solution) embeds the secret message without ECC into the optimized cover
image. If the secret message of the stego image cannot be correctly extracted, the stego
image needs to be re-compressed again as TCM operation until the secret message are
correctly extracted. Different from JCRIS, prior to embedding, JCRISBE (JPEG Com-
pression ResIstant Solution with Bch codE) first needs to encode the secret message.

JCRIS has the higher embedding capacity while the advantages of JCRISBE are the
stronger robustness and higher security. Moreover, the robustness of stego image is
improved by adopting both two algorithms. Experimental results show that the correct
rate of the secret message extraction can reach more than 99%. It should be noted that
The TCM-based robust steganography works very well in the dirty channel with stable
property. However, when the dirty channel arises the compression attack by using ran-
domly-selected QF, the method probably fails.

2.3 Modifying coefficients of cover image

Tao et al. [30] proposed a robust steganographic scheme in another manner. The main
idea behind the method focuses on Modifying Coefficients of Cover Image (MCCI) in
virtue of the DCT coefficients of the stego image. Figure 4 illustrates the general frame-
work of MCCI. In fact, MCCI successfully simulates the procedure of compression
attack in a dirty channel as that of generating stego image. In this well-designed frame-
work, the stego image generated by compression is completely the same as the stego
images directly generated by using a modern adaptive embedding algorithm, such as
J-UNIWARD [19] or UERD [21].
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Given that a cover image is used for embedding, let us compress the cover image with
a prior previously known QF in a dirty channel. Next, we apply some adaptive stegano-
graphic scheme to embed a secret message into the compressed cover image for generat-
ing stego one. Meanwhile, the DCT coefficients of the original cover image are adjusted
according to the stego image for obtaining an intermediate image. Finally, the inter-
mediate image are transmitted in the dirty channel, leading to a new stego image. This
method ensures that the stego image generated by compressing the intermediate image
is completely identical to the one generated by directly embedding at the compressed
cover image. Moreover, the secret message can be correctly extracted at the receiver
side. It is worth noting that the key step of MCCI is to generate the correct immediate
image.

Given DCT coefficient matrix I from an intermediate image, coefficient matrix D from
a cover image X and D’ from its corresponding stego one Y, we are trying to find an « to
make the following equation hold:

I =D + a, (3)
where

Qcover

— D/ 4
Qchannel ( )

o = argmin |[D + €] -
€
where a denotes a dithering map whose elements are integers. € denotes a set of integers,
quantization step Qcover from cover image and Qchannel from the dirty channel. In such
tricky manner, we can first acquire an intermediate image based on I with the equivalent
Qcover, and then generate the stego image Y via transmitting the intermediate image in
the dirty channel.
Although MCCI has remarkable advantage of correct extraction of secret message, it
possibly fails to resist JPEG compression attack when the dirty channel with a metabolic
QF or double compression.

2.4 Modifying sign of DCT coefficients

When the JPEG image is transmitted in a dirty channel, the sign of DCT coefficients
is not easy to be changed, which can be utilized for designing a robust steganographic
method. Zhu et al. [25] proposed a scheme by Modifying Sign of DCT Coeflicients
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(MSDC) (see Fig. 5 for illustration). First of all, the suitable DCT coefficients are
selected and optimized for embedding. While instead of original DCT coeficients,
the cover elements are generated based on the sign of DCT coefficients, referring to
as 1 (positive value) or 0 (negative value). Next, relying on the STCs, the stego ele-
ments (mapping to the sign of DCT coefficients from stego image) are acquired,
which follow the same rule of generating cover element. Meanwhile, the secret mes-
sage is encoded by ECC before embedding. Then, the key step of MSDC is to design
the optimal cost function for STCs coding.

To design well-performed cost function, it is proposed to borrow the idea from
J-UNIWARD [19] for achieving better undetectability, where the complex texture
areas are usually assigned small values. Furthermore, in virtue of DCT coefficient d; g,
the cost function of MSDC can be formulated as

ldigl,  dig <lal,p)(dig) < B
p(dig) = { |digl?, dig > lal, p'(dig) < B (5
p](di,g)r P](di,g) > B

where p/ represents the cost function of J-UNIWARD. g and i respectively represent the
g-th DCT block and the i-th position sorted by zig-zag in the DCT block. Here, « is used
to limit the maximum of the DCT coefficients D for embedding; § represents a thresh-
old, and y > 1serves as the gain.

For clarity, the STCs is also given, which can be formulated by

s = Fstcs(c, p(D), m, H) (6)

where c denotes the cover elements, the secret message m, and stego elements s. We
select the parity-check matrix H as a key. Finally, we compare the cover elements with
the stego elements which are used for embedding. If two values are identical, the DCT
coefficient remains unchanged; otherwise, the sign of the DCT coefficient is flipped.

Obviously, MSDC has strong robustness due to that the sign nearly remains invari-
ant after compression. Moreover, the algorithm preferentially selects non-zero DCT
coefficients with small absolute values for modification. However, as the payload
increases, the number of modified DCT coeflicients also increases, leading to the
enlarged extraction error or perceptual distortion.

| l

Extract C Calculate the G te St Modify the
Xractbover Lo Embedded  |—»| STCsCoding [—| “CNErACSI80 Lol gion of DCT
Elements . . Elements .
Distortion Coefficients
Cover Image
A é, s
é ECC Coding .:_‘ — |
l A
Secret Message
Stego Image

Fig. 5 Scheme of modifying sign of DCT coefficients [25]
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3 Comparison experiment and analysis

3.1 Experiment setup

In this section, we will conduct the comprehensive comparison experiments, in which
the current benchmark methods TCM (Transmission Channel Matching), MCCI (Mod-
ifying Coeflicients of Cover Image), and MSDC (Modifying Sign of DCT Coefficients)
are compared based on the indicators: capacity, imperceptibility, undetectability, and
robustness. The baseline dataset BOSSbase ver. 1.01 [34] contains 10,000 grayscale raw
images in PGM format with 512 x 512 pixels. First of all, all images are compressed with
QF 75, 85, and 95; the payload used for embedding ranges from 0.05 to 0.1 bpnzac (bit
per non-zero AC DCT coefficients). Meanwhile, we use STCs [35] encoding to mini-
mize the distortion embedding. Besides, it should be noted that for fair comparison, the
embedding strategy of three methods refers to the prior-art ]-UNIWARD.

3.2 Capacity performance

The capacity refers to the maximum number of secret bits embedded into the image. In
the frequency domain, the capacity is measured by the number of non-zero AC coef-
ficients for embedding. Specifically, all 10,000 images are compressed with QF = {75, 85,
95}, serving as cover source. Meanwhile, the JPEG compression attack from the simu-
lated dirty channel uses QF 75. As QF is decreased, the number of non-zero AC coeffi-
cients reduces. It is worth noting that the comparison experiments are conducted under
the same condition. Among three methods, the capacity of MCCI is the number of non-
zero AC coefficients of the cover image while the capacity of the others is constrained by
the corresponding algorithms (see Table 1).

The number of non-zero AC coefficients changes when QF changes. Accordingly,
MCCI has the largest capacity, where all non-zero AC coefficients can be used as cover
elements for embedding. While both TCM and MSDC have to select robust DCT coefhi-
cients as cover elements for embedding. Since that TCM needs to multiply compress the
transmitted images with the same QF for reserving the invariance of DCT coefficients,
the similar capacity appears among original cover images with different QFs. As a matter
of fact, TCM and MSDC sacrifice to some extent capacity for guaranteeing robustness.

3.3 Imperceptibility performance

The stego image should remain perceptual distortion as small as possible, referring to
imperceptibility. In this section, we select stego images with 0.1 payload and QF = {75,
85, 95}. To evaluate the imperceptibility of different stego images, the baseline PSNR
(Peak Signal to Noise Ratio) serves as a metric. The higher the PSNR value is, the less
perceptual distortion the stego image suffers.

Table 1 Comparison of average capacity

Quality factor 75 85 95
Method

MSDC 41529 28748 31525
™M 33387 33362 33440

MCCI 41592 56206 98065
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Table 2 Average PSNR comparison

Quality factor MSDC TCM Mccl
Method

75 304625 56.6977 574343
85 30.8160 56.6986 59.2747
95 31.3941 56.6959 62.6871

As shown in Table 2, the average PSNR values of 10,000 images are compared. MSDC has
the lowest average PSNR value among different QFs. MCCI has the highest PSNR value,
that is close to TCM. With increasing QF, the average PSNR of three methods basically has
the incremental trend. In addition, Fig. 6 shows the normalized histogram of PSNR val-
ues from 10,000 images. It can be obviously observed that MSDC has the lowest PSNR
values among three QFs. When QF = 75, the histograms of TMC and MCCI are nearly
overlapped, meaning the very similar PSNR values. It should be noted that the overall dis-
tribution of TMC basically remains unchanged.

MSDC modifies the sign of the DCT coefficient, leading to the most changes of the
image content compared to the others. Thus, the smallest PSNR values are from MSDC.
If the selection of DCT coefficients is further optimized, we believe the the PSNR values of
MSDC can be enhanced. Due to that TCM generates stego images by repeatedly compress-
ing cover images with different QF, the PSNR values are very similar among three methods.

3.4 Undetectability performance
In this section, we evaluate the undetectability of three methods by using the benchmark
steganalytic detector. The ensemble classifier [36], equipped with the rich model features
DCTR-8000D [37], is our optimal choice. We randomly select 5,000 stego images and 5,000
cover images for training; the remaining images are used for testing. The P (classification
error rate) is defined as

Pr = min M, (7)

2

where Pry is the false alarm rate and Pyip is the missed detection rate. In this paper, we
use the ensemble’s “out-of-bag” (OOB) error Eqop instead of P, since that Eoop is an
unbiased estimate of the Pg (see [21]).
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As shown in Fig. 7, if the small payloads (not larger than 0.1) are adopted for evalua-
tion, MSDC has the lowest Eoop while MCCI has the highest undetectability. Basically,
the changes of QF cannot impact the undetectability among three methods.

Moreover, we propose to compare the undetectability of TCM and MCCI using more
payloads {0.1, 0.2, 0.3, 0.4, 0.5} (see Fig. 8 for illustration). Due to the poor undetectability
of MDSC, we remove the results of comparison experiments. TMC usually chose non-
zero AC coefficients with strong robustness as cover elements. Therefore, the capacity is
limited, leading to that as payload increases, TMC has to use the high-cost DCT coef-
ficients. On the contrary, in the framework of MCCI, the stego image is the same as the
stego one generated directly by the prior-art J-UNIWARD. Therefore, It has the optimal
undetectability. Among three methods, MSDC has a relatively low undetectability, that
is kind of different from the results of [25], where the CCPEV [38] and CCJRM [39] fea-
tures are used. Nevertheless, MSDC changes the sign of the DCT coefficients, directly
leading to the unsatisfactory undetectability.

To enrich our experiments, it is proposed to illustrate the undetectable performance
of methods [26—28] in the early stage. Here, it is proposed to evaluate the performance
by using the ensemble detector equipped with CCPEV [38] features. As Table 3 illus-
trates, DCRAS performs worst while FRAS to some degree improves the performance
due to that the cover elements are optimally selected in the robust domain. It can be
observed that DMAS performs best based on the embedding domain constructed by
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Table 3 Undetectable performance (Fopg) of methods in the early stage

Payload 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
Method

DCRAS 04282 03378 02655 0.1979 01383 00997 00752 00706 00411  0.0256
FRAS 04595 03819 03387 02590 0.1809 0.1373 00961 00862 00646  0.0576
DMAS 04660 04330 03985 03590 02980 0.2555 02030 0.1630 0.1245  0.0955

10000 10000 10000
9000 9000 9000
8000 8000 8000
7000 7000 7000
6000 6000 6000
5000 5000 5000

Numbers

4000 4000 4000
3000 3000 3000
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Fig. 9 Number of images that can completely reconstruct secret bits

dither modulation. In this case, the modification of DCT coefficients caused by embed-
ding tends to the minimum compared to the others. Nevertheless, the methods in the
early stage provide a new manner to design robust steganographic scheme, where the
robust domain is proposed by referring to robust watermarking, that more or less guides
the design of the following methods in the current stage.

3.5 Robustness performance
In this section, we propose to adopt extraction error rate for comparing the robustness
performance of three methods, which can be calculated by

Merror

R = ,
error Himsg (8)

where #error denotes the number of incorrectly extracted bits, and 77y is the total num-
ber of secret bits. The smaller Rerror means the stronger robustness. Alternatively, we
define the number of correct extraction, which represents the total number of images
that can completely reconstruct the secret information.

As Fig. 9 reports, all secret bits can be perfectly correctly extracted in MCCI. That
is because the stego image generated by MCCI is the same as the stego image directly
generated by modern adaptive steganography. And the number of correct extraction in
TCM is also satisfying. While MSDC cannot perform very well when QF equals 75 as
the cases of QF = { 85, 95}. In addition, Fig. 10 illustrates the Rerror results of three com-
pared methods. As we expected, the performance of both MSDC and MCCI is satisfy-
ing, nearly approaching to zero error. However, the Reror of TCM is slightly larger than
the others among three QFs.

TCM is prone to multiply compress the image before transmission. It is always trying
to remove images that are not suitable for embedding by setting an empirical threshold.
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Fig. 10 Reqor performance of resisting JPEG compression

Table 4 Robustness performance on Facebook

Method MSDC MCCI ™ J-UNIWARD UERD
Results

Re 47/50 0/50 0/50 0/50 0/50
Rerror 0.0043 0.3537 0.5013 0.4593 0.4600

In our experiment, strictly as the setting of [31], all the images are used for embed-
ding, which unavoidably contains the unsatisfactory samples (unsuccessfully excluded),
directly resulting in that the Reyqror increases. However, the number of those samples is
not very large, that can explain the better performance in Fig. 9.

3.6 Practical performance on social network platform

In this section, we will evaluate the practical performance of three baseline methods on
Social Network Platform (SNP), such as Facebook, Twitter, and WeChat. Also, two base-
line modern adaptive steganographic schemes, namely J-UNIWARD and UERD, are also
compared. First, we randomly select 50 images in the BOSSbase, and compress them
with QF 85. Then we embed secret message by payload 0.1. All the stego images are
uploaded to Facebook or Twitter, and then downloaded; otherwise, the stego images are
transmitted through WeChat. The robustness performance is measured by R. and Rerror
(see Eq. (8)). R. denotes the ratio of the number of images in which the secret message
can be completely extracted to the number of all the tested stego images.

As Table 4 reports, it can be seen that by adopting MSDC, the secret message can be
completely extracted among 47 stego images, meaning that MSDC performs very well
on Facebook. However, all the images of MCCI or TCM fail, where the results of them
are not as good as that in the simulated channel (see Fig. 10). In addition, as we expected,
both two non-robust steganographic schemes are invalid for covert communication in
the real application.

To our knowledge, it hardly holds true that the social network platform, such as Face-
book, only adopts simply once JPEG compression, where the metabolic dirty channel
probably remarkably impacts the robust steganography heavily relying on the transmis-
sion channel such as MCCI and TCM. Prior to embedding, MCCI or TCM needs to
learn the property of the dirty channel, such as QF. While the learned property will be
invalid as the dirty channel continuously changes. On the contrary, the dependence of
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MSDC on the channel is minimal, which is nearly immune to the changes of the trans-
mission channel, leading to the best performance among three methods. In fact, in our
early observation (at the time both MCCI and TCM were published in 2018), Facebook
indeed fixes the QF as 71. In 2019, the strategy of Facebook was changed, in which origi-
nal images with QF not larger than 85 are re-compressed with QF 71; otherwise, the
re-compression is proceeded with various QFs (see [32]). However, in our recent obser-
vation (till the date of paper submission), Facebook completely breaks the prior rule of
compression, that continuously changes QF even though the images have the same orig-
inal QF before uploading. Meanwhile, when the downloaded images from Facebook are
uploaded again, the compression strategy is still unpredictable.

Moreover, we conduct the experiments on Twitter. When comparing the transmitted
image via repeatedly uploading and downloading, it can be clearly observed that the
image is post-processed by updating the strategy of compression. As Table 5 illustrates,
TCM fails to complete the task of robust steganography. That is because the requirement

the ratio Nf““ > 0.98) of transmission channel cannot be met as multiple uploading and
Nl ple up g

downloading. Besides, the modern adaptive steganographic schemes are still invalid. On
the contrary, MSDC without heavily relying on the channel performs best. Compared
with the results on Facebook, the Repror of MSDC decreases while the number of correct
extraction to some extent is reduced. It is worth noting that the DCT coefficient (carry-
ing secret bit) with its absolute value equal to 1, more easily changes to zero (caused by
compression from Twitter) at the receiver side, that directly leads to the incorrect extrac-
tion of secret bits of MSDC.

Next, it is proposed to conduct our experiments on WeChat, which is one of the most
popular instant-messaging App. Here, we consider two models for covert communica-
tion, that is original model and non-original model. In the original model, the image is
sent with selection of original image; In the non-original model, the image is directly
sent with default selection. As we expected, in the original model, among five compared
schemes, the secret bits can be perfectly extracted from all testing images (see Table 6).
By checking the DCT coefficients and QF before and after transmission on WeChat, we
cannot observe any changes; meanwhile, the capacity of image is reduced. Thus, we infer
that the unknown lossless compression happens in the original model. Specifically, loss-
less compression is a manner of compression without losing any data, where the origi-
nal data can be perfectly reconstructed from the compressed data (see [40] for details).
Unfortunately, as Table 7 illustrates, in the non-original model, all the methods fail to
transmit stego images on WeChat. That is because WeChat non-maliciously attacks the
images using multiple post-processing manners except compression.

Recently, some new robust steganographic methods are proposed successively. We
select the typical methods designed based on the proposed framework. It is worth

Table 5 Robustness performance on Twitter

Method MSDC MCClI ™ J-UNIWARD UERD
Results
Re 35/50 0/50 fail 0/50 0/50

Rerror 0.0016 04226 fail 0.4991 04993
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Table 6 Robustness performance on WeChat (original image)

Method MSDC MCCI TCM J-UNIWARD UERD
Results

Re 50/50 50/50 50/50 50/50 50/50
Rerror 0 0 0 0 0

Table 7 Robustness performance on WeChat (non-original image)

Method MSDC MCCI TCM J-UNIWARD UERD
Results

Re 0/50 0/50 0/50 0/50 0/50
Rerror 0.1297 04807 0.5008 0.4977 0.4979

Table 8 Robustness performance of color images on Facebook

Method ESS SSR DMMR SRJS PQ-UNIWARD
Results

Re 50/50 49/50 50/50 0/50 0/50

Rerror 0 0 0.2224 0.5773 0.4958

Table 9 Robustness performance of color images on Twitter

Method ESS SSR DMMR SRJS PQ-UNIWARD
Results

Re 50/50 49/50 50/50 0/50 0/50

Rerror 0 0 0.2307 0.5749 0.4958

noting that ESS (Enhanced Sign Steganography) [12] and SSR (Sign Steganography
Revisited) [13] are both MSDC-based, DMMR (Dither Modulation and Modification
with Re-compression) [41] is TCM-based, and SRJS (Secure Robust JPEG Steganog-
raphy) [42] is MCCI-based. Besides, we add the updated classical steganography PQ-
UNIWARD [43] for comparison. Since that the color images are usually transmitted
on SNPs, we intend to carry out the experiments on ALASKA dataset [44], where
50 testing color images are selected for verifying the effectiveness of the compared
methods. In Tables 8 and 9, by observation, the robust steganography methods can
successfully extract the secret images while the traditional steganography PQ-UNI-
WARD cannot complete the task of robust steganography. Besides, although SRJS
performs very well in the simulated settings, it unavoidably exposes its limitation in
the practical SNPs.

On SNP such as Facebook, Twitter, and WeChat, the transmission channel, that is
characterized as black box, behaves in the more complicated system than the dirty chan-
nel in the simulated settings which only consider image compression attack. In virtue of
our empirical analysis in this subsection, in the case that the channel is not completely
acquainted, it is suggested to adopt the scheme relying on robust domain such as MSDC
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while carefully adopting the scheme heavily relying on the transmission channel such as
MCCI and TCM.

4 Conclusion
In this paper, we mainly overview three current typical robust steganographic methods.
More importantly, the performance of them is comprehensively compared relying on the
baseline indicators, referring to as capacity, imperceptibility, undetectability, and robust-
ness. Also, both strength and limitation of three methods are empirically analyzed.
Although three methods perform very well, none of them can achieve the best results in
all four indicators. Nevertheless, in the simulated transmission channel, MCCI is basi-
cally our optimal choice for robust steganography. That is because the stego image gen-
erated by MCCI is the most similar to the stego one by modern adaptive steganography
such as J-UNIWARD. In the practical application, for instance covert communication on
Facebook, it is no doubt that MSDC performs best in the aspect of robustness.
Moreover, based on the empirical results and analysis, we list the following studies for
improving current algorithms:

1 To obtain better undetectability performance, the design of robust steganography
should combine with modern adaptive scheme, together with its optimized cost
function.

2 To further improve the robustness performance, the selection of cover elements is
of importance, in which the property of DCT coefficients including their adjacent
relationship can be further dug out. Also, the other known attacks, such as re-scaling
and noise-adding, or more unknown attacks, should be addressed.

3 In an alternative manner, the robustness performance can be improved by to some
extent reducing capacity. In the real scenario, we segment a set of secret message
into several subsets, which are embedded into multiple images rather than using only
one image.

4 The carrier may not only be limited to DCT coefficients or pixels. We can also inves-
tigate other ways of hiding the secret message into the image files, the property of

which remains unchanged in covert communication.

In the future study, we will mainly focus on improving the robustness of the steganog-
raphy method to ensure that the transmitted stego images can resist against known and
unknown attacks from social network. Moreover, we address again that moving the steg-
anography from the laboratory to the real world is of importance.

Abbreviations

LSBr Least Significant Bit replacement

LSBm Least Significant Bit matching

HUGO Highly Undetectable steGo

WOW Wavelet Obtained Weights

S-UNIWARD  Spatial UNIversal WAvelet Relative Distortion
UED Uniform Embedding Distortion
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SIFUNIWARD  Side Information UNIversal WAvelet Relative Distortion

RS Reed-solomon

DCRAS DCT Coefficients Relationship based Adaptive Steganography
FRAS Feature Regions based Adaptive Steganography
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DMAS Dither Modulation based Adaptive Steganography
JPEG Joint Photographic Experts Group

QF Quiality factor

TCM Transmission Channel Matching

ECC Error Correction Coding

JCRIS JPEG Compression Reslstant Solution

JCRISBE JPEG Compression Reslstant Solution with Bch codE
MCCl Modifying Coefficients of Cover Image

MSDC Modifying Sign of DCT Coefficients

STC Syndrome-trellis codes

PGM Portable graymap file format
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00B Out-of-bag

SNP Social Networking Platform

ESS Enhanced Sign Steganography

SSR Sign Steganography Revisited
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SRJS Secure Robust JPEG Steganography
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