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Abstract
In steganography, the cover medium is widely treated as a mere container for the embedded information, even
though it affects the stego-image quality, security, and robustness. In addition, there is no consensus on the
characteristics of a suitable cover image. In this work, we introduce and practically prove the most suitable cover
image (MSCI) framework to automatically select a cover image for a given secret image. This paper proposes
choosing the most suitable cover from a set of images based on two steps. First, a set of cover images is filtered
based on relative entropy and a histogram in order to identify the most suitable candidates. Second, the local block
pixel intensity features of the candidates are analyzed to select the most suitable cover image. Furthermore, cover
image local blocks were optimized, using rotation and flipping, during the embedding process to further improve
stego-image representation. The proposed framework demonstrated high visual image quality when compared
with existing solutions. Steganalysis tests indicated that the proposed solution for cover selection provided an
increased resistance to modern steganalyzers with up to 30% lowered detection rate, which improved security.
Keywords: Steganography, DCT, Local features, Cover selection

1 Introduction
Intelligent methods for information analysis are rapidly
growing. One of the most important and popular methods
is secure digital communication. This field is closely related to steganography, which is known as “the art of data
hiding”. In general, such a process embeds a secret message (text, image, sound, etc.) into a media container
(sound, image, video, etc.) for hidden communication.
There have been a considerable number of steganographic techniques developed in the literature [1]. A
major proportion of these techniques are devoted to
image steganography, specifically. Images, in general, are
excellent candidates for data hiding, due to high capacity
and redundancy. In addition, visual information is widely
used in public domains and networks. This paper focuses on the efficient embedding of visual content into a
cover image to effectively hide the secret data.
The challenge is that there are two criteria for the
optimization of secret data embedding: visual quality and
security [1]. The former is determined as a capability of
the human visual system (HVS) to perceive the visual
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changes caused by steganographic embedding. The latter
is a performance of so-called steganalysis tools [1], which
try to detect the existence of hidden information in media.
These instruments include various algorithms for the statistical analysis of the local structure of steganographic
containers. Since the sender chooses a steganographic
container, a key question is how such a choice affects the
visual quality and security of the stego-image.
In this paper, a novel automatic cover selection framework called the most suitable cover image (MSCI) is
proposed. The high-level diagram of the proposed cover
selection is illustrated in Fig. 1. We comprehensively
analyze the effect of the cover image selection on the
steganography outputs. The problem is considered on
two scales. First, the developed framework uses globallevel filtering to reject unsuitable cover images. A combination of image histogram and entropy is proposed for
the global filtering of a cover image database. Next, an
analysis of block-level similarity is performed on the secret image and candidate covers to determine the most
suitable cover image. In contrast to [2, 3], a different
local feature set and cover image similarity measure is
proposed. Also, pixel intensities are used directly to form
the feature vector of local blocks. Additional geometric
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Fig. 1 High-level illustration of the proposed approach: most suitable cover image (MSCI)

manipulations to the local blocks of the secret image are
introduced as a visual quality improvement mechanism.
The proposed framework was tested, evaluated, and
compared with existing solutions. The framework was
practically proven and shown that random cover selection is much worse than adaptive selection of a proper
image container. Steganalysis tests indicated that the
proposed solution demonstrated high visual image quality and provided an increased resistance to modern steganalyzers with up to 30% lowered detection rate, and
hence improved the security.
The contributions of the paper are as follows:
 Analyze the effect of the cover image selection on

the output of steganographic scheme.
 Conduct a comprehensive analysis of all aspects of

cover medium and its effects on the steganography
metrics.
 Propose a novel approach to choose a single suitable
cover image from a collection of available covers
that achieves high quality and security when hiding
secret content.
 The proposed framework demonstrated superior
image quality values compared with the current
work in literature.
The paper is organized as follows. Section 2 contains a
brief review of existing steganographic techniques, and a
description of key issues related to discrete cosine transform (DCT) steganography, state-of-the-art results in
cover selection, the specifics of cover image analysis, and
the MSCI framework structure are described in Section
2. Experimental results using the BOSS database are discussed in Section 3, where both the visual quality and

security levels are analyzed. Finally, Section 4 summarizes the key findings.

2 Materials and methods
2.1 A review of steganography embedding techniques
and principles of DCT domain steganography

There are two types of information embedding used in
steganography: embedding in the spatial domain and in
the frequency domain (transform domain) [1, 4]. Spatial
domain techniques address the intensity of image pixels
directly to encode the bits of the secret message. Among
these methods, the least-significant bit (LSB) [1] is the
oldest and the most popular, due to its simplicity in
implementation. A wide variety of spatial domain steganography methods has been developed. A recent
example uses texture synthesis to create a cover for
spatial embedding [5]. The main weakness of spatial
techniques is the sensitivity to common operations, such
as transformation and compression.
In the case of frequency (transform) domain steganography, the cover medium is first transformed to another
domain. In image processing, the frequency is typically
related to the Fourier transform, but in steganography, it
is related to DCT. Proper use of DCT coefficients as information containers provides good visual quality and
security [1]. The development of a uniform embedding
distortion function to find a codeword with the lowest
distortion is an example of such techniques [6]. Spreading the embedded information between DCT coefficients
leads to fewer image distortions and lower detection
accuracy [6, 7].
Both types are combined in adaptive (or model-based)
steganography. Adaptive steganography is based on both
the spatial and frequency domains with an additional
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layer of a mathematical model [4]. Here, data hiding may be
accomplished in different domains providing less disturbance
to the cover image. Embedded regions of the cover image
are determined based on a special condition. For example, in
[8], the edge regions of the image were detected and used for
spatial embedding. In [9], the parameters of the edge detector were automatically determined, making spatial embedding more flexible. Similarly, local image complexity was
analyzed in [10], highlighting the most suitable regions for
embedding. In [11], an appropriate treatment of image pixels
improved the steganographic security.
A recently developed example of adaptive steganography is
a technique based on the curvelet transform [12]. Lowfrequency curvelet coefficients were used to provide high
quality stego-objects. In [13], the authors proposed a steganographic technique resistant to image compression. This
was achieved by carefully analyzing the DCT coefficient relationship. In [14], the concept of using two steganographic
containers simultaneously was presented. Authors claimed
that the security level was improved by analyzing two images
of the same scene. Analyses of local image patches and different embedding strategies were performed in [15, 16].
The principle of DCT embedding is quite simple. DCT
steganography starts with partitioning the cover image into 8
× 8 pixel blocks (Fig. 2a). For each block, the pixels are transferred into the frequency domain. This results in an 8 × 8frequency energy matrix (also known as a coefficient matrix)
that describes the block (Fig. 2b). The frequency increases
from the top left corner to the bottom right corner of the
matrix (Fig. 2c). The top-left coefficient is referred to as the
zero frequency, and it contains the average intensity of the
block. HVS is very sensitive to low frequencies and associated distortions. That is why lossy compression techniques
usually neglect the information stored in high frequencies.
Thus, to avoid compression of the secret message and to
reduce its effect on visual quality, the information may be
encoded using the relative values of the DCT coefficients,
corresponding to middle frequencies. The DCT domain
steganography techniques, in general, are more robust and
less detectable than spatial techniques.
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2.2 Cover image analysis

In this subsection, an analysis of the cover selection
problem was performed. Novel procedures for the efficient selection of the best image container are described,
including using the global image characteristics to prefilter the cover image candidates, manipulations with
local spatial blocks, new features, and distance metrics
for block matching.
2.2.1 Global image features and complexity measures

Since the problem of cover selection requires significant
computational burden, a good idea is to perform initial
filtering on the cover image database. To do that, a set
of image complexity measures and global characteristics
can be evaluated. One of the commonly applied characteristics is the DCT complexity measure [1], shown in
Eq. (1):
X X
ICDCT ¼
j DCTði; jÞ j
ð1Þ
ði; jÞ∈A

where set A corresponds to the lowest frequency DCT
cells [1]. A more sophisticated metric was proposed in
[17]. The idea is to split the input image into blocks
based on a predefined condition. Such an approach is
called quad-tree. It was demonstrated that the most efficient measure of the image complexity in this case could
be evaluated as shown in Eq. (2):
ICquad−tree ¼

n
X

ð2xi Þi

ð2Þ

i¼1

where n is the number of tree levels, and xi is the
number of pixels on each level. Other commonly applied
complexity measures include homogeneity (a metric related to the high-frequency content of an image), the
number of corners and edges [18], and uniformity [19].
Based on the values of the image complexity measures,
the most complex cover images may be filtered and extracted for further analysis. However, in the case of a uniform secret image with a low number of gray levels,

Fig. 2 a Cover image, (b) its DCT representation, and (c) a single DCT block
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filtering based on global complexity measures is ineffective
[20]. For instance, in the case of the input secret image having quite uniform content with a moderate amount of gray
levels, filtering with respect to the image is not optimal.
To make the cover image selection more generic, we
propose choosing the cover image that has an entropy
[1] value higher than the secret image, as shown in Eq.
(3). The entropy of an image may target the difference
between neighbor pixels. The highest will be an image
with greatest entropy:
X
ΔE I ¼ E 1 −E 2 ≥ 0; E i ¼ −
pi logpi
ð3Þ
i

where pi represents the bins of the image histogram.
In this case, Eq. (3) implies that the amount of information required to encode the cover image is larger than
for the secret image. For more stringent filtering of the
cover candidates, we propose analyzing the histogram
bins as well. The following condition is checked in this
case:


H F i ðI 1 ; I 2 Þ ¼ H ðI 1 Þi −H ðI 2 Þi ≥0
ð4Þ
where Hi is the ith histogram bin and I1, I2 are the images
to be compared. In our consideration, these are the cover
and secret images. Equation (4) implies that the number of
pixels for each histogram gray level is sufficient for encoding the secret image pixels for the same gray level.
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The proposed filtering algorithm based on image entropy and histograms was compared with the DCT complexity and the measure based on a quad-tree. For this
purpose, 1000 images from the BOSS image database
[21] were used in this experiment. Using one of the
image quality measures, 100 best covers were found.
Three secret images with different average brightness
and complexity level were embedded in two steps: local
block embedding in the spatial domain and hiding the
positions in the DCT domain. The embedding principle
was described in Section 2.1. The peak signal-to-noise
ratio (PSNR) was used to estimate the quality of the obtained stego-images as stated in Eq. (5):
PSNR ¼ 10 lg

L2
MSE

ð5Þ

Nx X
y
1 X
ðC ði; jÞ−S ði; jÞÞ2
N x  N y i¼1 j¼1
N

MSE ¼

ð6Þ

where MSE in Eq. (6) represents the mean square
error, Nx, Ny describe the image size, L is the maximal
gray level of the image, C(i, j) is the value of the cover
image pixels, and S(i, j) is the value of the stego-image
pixels.
Figure 3 shows the time-series of the obtained PSNR
after embedding the secret image blocks for each of the
three secret images using the three filters. One can

Fig. 3 PSNR for three different secret images and top 100 best covers, chosen by entropy and histogram matching, DCT complexity, and quadtree complexity analysis
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observe that using a gray levels distribution based on the
entropy and histogram leads to good and stable results.
In contrast, the image complexity measures are sensitive
to the type of the input secret image. For example, the
DCT metric demonstrates the comparable visual quality
results for the most complex secret image (third image)
but does not provide stable results for the rest of secret
images. The quad-tree complexity measure was suitable
for secret images with a large amount of small-scale details. Thus, the proposed entropy and histogram filtering
ensures that the amount of information required to encode the cover image is larger than for the secret image
and results in a high PSNR level at the same time.
2.2.2 Local spatial block analysis

Selection of features evaluated in local blocks is important for the overall cover analysis procedure. One of the
goals is to ensure that the PSNR is quite high after the
embedding process. According to Eq. (5), maximization
of the PSNR corresponds to minimization of MSE Eq.
(6). Since data embedding in the spatial domain is performed by local block replacement, the contribution to
MSE is determined by the pixel intensities from these
blocks. Thus, Eq. (6) for MSE may be simplified as:
MSE ¼

MSEiB ¼

1
N cover
blocks

1
N 2b

N secret
blocks

Nb X
Nb
X

X

MSEiB ;

ð7Þ

iB¼1

 
 
2
C i þ iiCB ; j þ jiCB −S i þ iiSB ; j þ jiSB ;

i¼1 j¼1

ð8Þ
secret
secret
cover
cover
¼ N pixels
=N 2b ; N blocks
¼ N pixels
=N 2b ;
where
N blocks
secret
cover
N pixels
and N pixels
are the number of pixels in the secret
and cover images, Nb is the block size, MSEiB is the local
block MSE (local MSE), and (iiCB, jiCB) and (iiSB, jiSB) are the
coordinates of the local block corner for the cover and the
secret images, respectively. The definition of the local MSE
in Eq. (8) led to directly using pixel intensities as components of the local feature vector. Minimizing the Euclidean
distance between the feature vectors of the cover and secret
blocks maximized the PSNR value in this case.
Such a “direct” approach is quite different from that
proposed in [3], where the authors used the mean, variance, and skewness in 2 × 2 sub-blocks of the 4 × 4 local
block to form the feature vector. In the experimental
section, both techniques are compared.
In order to improve the visual quality of the stegoimage, the local blocks of the secret image were rotated
and flipped before embedding. The orientation that provided minimal local MSE was chosen. Possible image
manipulations are defined by the following expressions
Eqs. (9, 10, 11, 12, 13, 14,15):
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dsti; j ¼ srcN b −i; j  vertical flip

ð9Þ

dsti; j ¼ srci;N b − j  horizontal flip

ð10Þ

dsti; j ¼ src j;i  flip over the main diagonal

ð11Þ

dsti; j ¼ srcN b − j;N b −i  flip over anti−diagonal

ð12Þ

dsti; j ¼ srcN b − j;i  90°rotation

ð13Þ

dsti; j ¼ srcN b −i;N b − j  180°rotation

ð14Þ

dsti; j ¼ src j;N b −i  270°rotation

ð15Þ

here, src and dst are the initial and the resulting
blocks, respectively, and i, j is the pixel index inside the
block.
The important point here is that the orientation of
each local block is coded in the DCT domain together
with its position. Thus, decreasing the PSNR with improved spatial embedding is followed by increasing the
amount of hidden information (and thus the distortions)
in the DCT domain. The required capacity (in bits) for
this case is determined as in Eq. (1):

 secret
N bits ¼ log2 N cover
blocks N blocks  1 þ



1

!


 K H ;
cover

floor log10 N blocks

ð16Þ
where KH is the Hamming coding multiplier. It is calculated through the codeword length and the block message length. In this study, KH = 7/4.
The second term in the brackets of Eq. (16) is related to image block manipulation. The descriptors of
rotation/flipping of several blocks are grouped into
one decimal number of the same bit length as the
numbers required for coding hidden block indices (
log2 ðN cover
blocks Þ ). The number of blocks with grouped
orientation descriptors is determined by the denominator of the second term in the brackets of Eq. (16)
where the floor function rounds a number to the
nearest integer, if necessary. The number of DCT coefficient pairs required for embedding is easily calculated from Eq. (16) for a given cover image size.
The effect of image block manipulation on the PSNR
of the stego-image was illustrated with an experiment on
50 cover images taken from the BOSS database. The images were chosen by filtering 1000 images with the
image entropy and histogram analysis (Section 2.2.1).
The image demonstrated in Fig. 2a (resized to 32 × 32
pixels) was used as the secret image. Figure 4 illustrates
the PSNR before and after embedding in the DCT domain with and without image block manipulations. The
block size was fixed to 4 × 4. The PSNR before DCT embedding for the case using rotation/flipping of the local
blocks (green bars) was always the highest value. For
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Fig. 4 a PSNR before and after embedding in the DCT domain for the cases with and without manipulations using image local blocks, (b) the
secret image, 32 × 32, (c) an example of a cover image, (d) a part of the cover image and (e) the same part of the image after spatial embedding
without local block manipulations, and (f) with local block manipulation

most cover images (92%), PSNR after DCT embedding
with image block manipulation (red bars) was also
higher than without (cyan bars). Visual analysis (comparing Fig. 4 e and f with Fig. 4d) also showed noticeable
improvement. This result was used to propose the manipulations with local blocks as a stable improvement of
secret image embedding using a combined technique.
The block size Nb also had a noticeable impact on
the embedding quality. The visual quality of the
stego-image after spatial embedding depended on the
secret
block size. In Eq. (16), N blocks
and N cover
are
blocks
dependent on Nb, so the amount of information to
be encoded in the DCT domain is also determined
by the block size. Similar to the case of image block
manipulation, two factors have the opposite influence on the PSNR. Thus, an experiment, similar to
the PSNR experiment above, was conducted with
100 cover images randomly collected from the BOSS
database and a single secret image (Fig. 2a) of size
32 × 32. Blocks of 2 × 2, 4 × 4, and 8 × 8 were tested.
Figure 5a demonstrates that the PSNR values after
embedding decreased only in the spatial domain as
Nb increased. However, after embedding in the DCT
domain, the situation was not as obvious (Fig. 5b).
Comparing the mean values and standard deviations
(Fig. 5), the 2 × 2 size demonstrated the worst
performance, as most information was encoded in

the DCT domain. In the case of the 4 × 4 blocks,
higher mean PSNR values were obtained along with
a higher variance. For the 8 × 8 blocks, the variance
was lower and the mean PSNR value was lower as
well. The 4 × 4 blocks were used for further analysis
in order to compare with [3].
Now, the actual embedding procedure will be described. The distance in Eq. (8) was calculated using
different local block manipulations for all the blocks
in the cover and secret images in search of the minimum. The coordinates of the local block for embedding were obtained along with the orientation of each
block of the secret image. Spatial embedding was performed using these data, and the position and orientation of all the blocks were then coded in the DCT
domain [1–3]. The number of bits required for
coding the index of each block in the cover image
was calculated as log2 ðN cover
blocks Þ. The rotation and flipping indices were grouped together in order to be
described with the same number of bits (see the description in Eq. 16).

2.2.3 Similarity measure of local blocks

Local block similarity is calculated based on the distance
between feature vectors. A commonly used metric is the
Euclidean distance as stated in Eq. (17):
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Fig. 5 a PSNR values for the differently sized local blocks before embedding in the DCT domain and (b) after embedding in the DCT domain

"
d ij ¼

X

#1=2
ðul −vl Þ

2

;

ð17Þ

l

where i, j are the indices of the block in the cover and
the secret image, u, v are the corresponding feature vectors, and l is the index of the feature vector component.
In [3], the authors used statistical moments of subblocks to form the local block’s feature vector. The most
suitable container was chosen by the maximum number
of most similar blocks. However, such an approach does
not guarantee that all blocks of the secret image have
similar blocks in the chosen cover image. Thus, the
PSNR may become quite low in some situations. Instead
of calculating the number of the most similar blocks, a
novel distance metric is proposed as in Eq. (18):
dk ¼

1

X

N secret
blocks

j

j

j

d min

ð18Þ

where d min is the minimal distance evaluated for the
jth block of the secret image in the analyzed cover image
k. Equation (18) calculates the distance to all the blocks
of the secret image, and it provides more stable results.

The proposed measure in Eq. (18) directly minimizes
the PSNR value for spatial embedding (compared with
Eqs. (18) and (8)) but does not consider DCT embedding. To overcome this, the following algorithm was
j
proposed. d min provides the corresponding block index i
of the current cover k. Having all indices, the bit sequence for embedding in the DCT domain can be
formed. This will facilitate the embedding and calculate
the mean MSE for all the DCT blocks used for embedding represented by S ̄ k . The resulting complex measure
is a multiplication of d ̄ k and S ̄ k :
Dk ¼ d k S k

ð19Þ

The effectiveness of the proposed measure was confirmed with an experiment. A set of 100 cover image
candidates was used from the BOSS database along with
one secret image of size 64 × 6. Cover selection was
performed using the algorithm based on the complex
measure Eq. (19) (Fig. 6a), using the algorithm based on
the maximum number of most similar blocks [2, 3] (Fig.
6b), and using random selection (Fig. 6c). The results are
presented in the form of distance Eq. (17) from all the
blocks of the secret image. To provide a simple comparison,
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Fig. 6 a The distance between local blocks of the cover and the secret image for the complex measure, (b) the maximum number of most
similar blocks, and (c) random selection used to choose the cover image

the distributions were normalized on the maximum distance determined from all three distributions (found for the
randomly chosen cover, see Fig. 6c). Comparison of Fig. 6 a
and b revealed that the proposed measure, based on the
mean distance and the PSNR, provided a smoother distribution with fewer peaks.
2.2.4 Most suitable cover image (MSCI)

The above has been combined into a cover selection
framework called the most suitable cover image (MSCI).
According to its name, the framework adaptively (for a
given secret image) picks the best cover image from an
image database. Figure 7 illustrates the main components and the flow of MSCI. The database processing
step is carried out only once for each database image in
order to minimize the execution time. All necessary features (global and local) are extracted from all the cover
candidates and saved in the feature database. Global features are represented by the entropy and the histogram
(Section 2.2.1). The pixel intensities of each block are
utilized as local features (Section 2.2.2).
When a secret image is embedded, the same features
are extracted from it. Global filtering is accomplished by
removing the images with negative values in the histogram and the entropy metrics (see Sections 2.2.3 and
2.2.4). Cover images that pass this step are referred further as cover candidates. The blocks are analyzed using
the proposed intensity-based local features. The cover
that provides the lowest complex measure Eq. (19) (Section 2.2.4) is chosen to be the most suitable cover image.

The computational complexity of the MSCI can be estimated as follows: local block matching involves 2N 2b
operations. The total amount of operations required for
matching the given secret image with a particular cover
container is determined as shown in Eq. (20):
N operations ¼

X

k−th cover
2N 2b N secret
blocks N blocks

k

¼

X
2N secret
pixels
N 2b

cover
N k−th
pixels

ð20Þ

k

here, 2N 2b is the number of operations required to
match a single pair of blocks, and k is the number of
covers. The total amount of operations required for
matching the given secret image with a particular cover
container is determined as shown in Eq. (21):
N operations ¼

cover
2N secret
pixels N pixels N covers

N 2b

ð21Þ

The number of operations required for local block
matching is proportional to the number of cover images,
Ncovers. Therefore, the complexity of MSCI is O(Ncoverscover
Noperations)= OðN covers N secret
pixels N pixels Þ . The advantage of
MSCI is that the complexity can be reduced by tuning
the parameters in the global filtering step, i.e., the number of cover candidates is controlled. Thus, a balance between the algorithm performance and the visual quality
and security of the resulting stego-images can be found.
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Fig. 7 The pipeline of the most suitable cover image (MSCI) framework

2.3 Related work

Cover image selection was first proposed in [2]. The cover
image was divided into a sequence of local blocks of size 4
× 4. Sample mean and variance were calculated for each
block. This operation was applied to images decomposed
with Gabor filters of different scale and orientation. Thus,
each local block was described via a 24-dimensional feature vector (two features for 12 Gabor images). For each
block of the secret image, the closest block from a set of
cover images was found (based on the Euclidean distance
between feature vectors). The cover image with the maximum number of closest blocks was chosen as the most
suitable container for a given secret image.
An improvement to this technique was proposed in [3].
The authors used a different approach for feature vector
construction. Mean, variance, and skewness were calculated for 4 × 4 sub-blocks within each block. Mean pixel
values from the local neighborhood were used to improve
visual quality. As a result, the 16-dimensional feature vector (three features for four sub-blocks, and four features
from the neighborhood) was constructed for each block.
The cover selection procedure was similar to that described above. Using the information from the local neighborhood improved the visual quality of the stego-image.
An interesting analysis of the cover image embedding
capacity was conducted in [20]. Here, the authors studied
the resistance of different image containers to steganalysis
attacks. Specifically, the relation between image complexity and embedding capacity was analyzed. As a result, the
safe capacity was determined for each image container.
Recent steganalysis algorithms utilize machine-learning
approaches for the classification of cover and stegoimages. Support vector machines (SVM) are the tool of
choice for such problems [22]. However, in [23], it was
illustrated that usage ensemble classifiers based on random forest results provided comparable performance with
significantly lower training complexity [20].
In contrast to the methods introduced above, there is
a group of algorithms based on cover image analysis,

which do not consider a certain secret image. In [24], the
authors introduced an agent-based system for image feature
analysis. Images with the highest contrast and high entropy
were chosen as the most suitable candidates. However, no
steganalysis tests were conducted in this experiment. Steganography performance dependent on the global characteristics of the cover image was studied in [25]. A specific
cover selection technique based on the analysis of the correlation coefficient within the cover image was proposed in
[26]. Authors represented the cover image as a GaussMarkov process and demonstrated that the images with
smaller correlation coefficients led to lower detectability.
But the embedding rate, unfortunately, was only considered
to a maximum of one. The technique was also limited to
spatial domain steganography.
A series of experiments on cover selection and steganalysis were performed in [27]. Steganographic security was analyzed for three different scenarios: when the cover image
selector had no knowledge, partial knowledge, or full knowledge of the applied steganalyzer type and the classification
principle. A set of different image quality metrics were
tested together with different steganalysis tools. Proper use
of the steganalyzer type decreased detection rate.
The steganalysis technique in [28] used the features
based on intra- and inter-block DCT correlations while
[29] used the fusion of DCT-based and Markov-based
features. In [30], the authors obtained the receiver operating characteristics (ROC) to evaluate the classifier
performance [30]. Furthermore, two recent steganalysis
algorithms were proposed in [31, 32]. The authors in
[31] proposed a new feature set for steganalysis for JPEG
images with less complexity, less dimensionality, and
better performance compared with other proposed JPEG
domain steganalysis features. In [32], a steganalysis feature extraction technique based on 2D Gabor filters is
offered for adaptive JPEG steganography. The evaluation
of the detection performance of the proposed steganalysis feature can be enhanced effectively compared with
other methods.
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In [33], the authors proposed a cover selection method
that is secure against both the single object steganalysis
and pooled steganalysis at the same time. Additionally, a
detailed explanation of steganography security in image
level and individual level was showed while pointing on
the theoretical weakness of existing cover-selection
methods in individual level. The authors shortened the
difference between the selected cover images and the
whole set of possible images using the maximum mean
discrepancy (MMD) distance during the cover selection
to enhance the security in individual level. Experimental
results demonstrated that the security in individual level
and image level is assured.
Another interesting recent work describing text
localization and web image understanding was presented
in [34, 35], respectively. In [34], a novel solution was
proposed to fast localize text in complex backgrounds
which is considered as a challenge. This solution was
based on two effective algorithms; stroke-specific FASTroke keypoint detector and the component similarity
clustering algorithm. Performance results showed that
this method outperformed the existing solutions and reported best performance as FASTroke generates less
than twice the amount of components and at least 10%
more characters are recognized. The problem of image
understanding was presented and solved in [35] by proposing cross-modality bridging dictionary. Images were
considered as probability distribution of semantic groups
for the visual appearances. Moreover, the probability
distributions were transferred for related categories by
proposing knowledge-based semantic propagation.
Experimental results showed the effectiveness of this
method as it outperformed the state-of-the-art methods
on four public datasets.
A new spatial-temporal attention model (STAT) was introduced in [36] in order to solve the problems of error recognition for the videos and missing the description details.
STAT model was proposed within an encoder-decoder
neural network for video captioning. It focuses on both the
spatial and temporal structures in a video, and significant
region was selected in the subset of frames instead of the
subset only for accurate word prediction. Performance results showed that STAT generated detailed and accurate
descriptions of videos. It also accomplished state-of-the-art
performance on two well-known benchmarks.

3 Results and discussion
In this section, the visual quality and security of the
stego-images produced using the developed framework
are analyzed. Visual quality analysis is performed first.
The PSNR was adopted as its numerical characteristic.
The performance of MSCI was compared with the
framework proposed in [3]. In steganalysis experiments,
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randomly chosen covers were used for both training and
comparison purposes.
For the experiments, both algorithms were programmed
in MATLAB. With computation and visualization services, it was a very convenient testing environment. The
steganalysis techniques were also implemented as
MATLAB scripts. A CPU Intel Core i5-7600K at 3.8 GHz
with 16 Gb of RAM was used to perform the experiments.
3.1 Visual quality experiments

In this experiment, 1000 images from the BOSS database
were used as a base for cover selection. The MSCI algorithm and the cover selection technique proposed in [3]
were applied to find the best cover for three secret images
of size 64 × 64 with different characteristics. Figure 8
shows the PSNR value after embedding the secret image
into the 20 best cover images obtained using both techniques. The number of the cover in the diagrams corresponds to its number in the queue of the technique. The
complex measure in Eq. (19) ensured that two or more
cover image candidates were in the same position in the
queue (have the same value of the measure). In the case of
using the maximum number of similar blocks [2, 3], the
situation with several candidates having exactly the same
characteristic was quite possible, especially when N covers
secret
>> N blocks
.
The experiment proved that stego-images after MSCI
demonstrated higher PSNR values than after cover selection based on statistical features [3] (Fig. 8). This is explained by the close relation between the distance measure
Eq. (18) and the local MSE Eq. (8) (see Section 2.2.4).
3.2 Steganalysis experiments

To analyze the security of the developed cover selection framework, a series of steganalysis experiments
were performed. Steganalysis tools were applied to
detect the changes in the images that typically are
not visible to HVS.
For the steganalysis experiments, the BOSS database
(10000 images of size 512 × 512) was divided into two
halves. The first half was used for training purposes (to
choose the secret images to be embedded and to form a
training set from the pairs of cover image and corresponding stego-image). Two types of features were used:
features based on intra- and inter-block DCT correlations [28] and the fusion of DCT-based and Markovbased features [29]. The other half (5000 images) was
used for testing. To evaluate the classifier performance,
the receiver operating characteristics (ROC) were obtained [30].
The steganalysis techniques used to test the security of
MSCI are described in [28, 29]. In addition, two recent
steganalysis algorithms [31, 32] were implemented and
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Fig. 8 a Comparing PSNR values of the stego-images obtained with two different cover selection and embedding techniques for three secret
images, (b) the best covers chosen for the secret images with the MSCI framework, and (c) with the algorithm proposed in [3]

Fig. 9 ROC for four steganalysis techniques: the closer the ROC is to this line, the worse its stegnalyser performance. a, b CCPEVand Chen, c, d GFR
and DCTR. The cover selection was performed with MSCI and random selection for different secret image sizes: (a, c): 32 × 32 and (b, d): 64 × 64
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applied to both randomly chosen covers and image containers found by MSCI. Secret images of size 32 × 32 and
64 × 64 were used. The ROCs in Fig. 9 demonstrate the
steganalysis results. The straight line between the points
(0, 0) and (1, 1) in ROC space corresponds to random
classification (the area under the curve (AUC) being
equal to 0.5) [30]. Thus, the closer the ROC curve is to
this line, the worse its steganalyser performance. In both
cases, MSCI noticeably outperformed random cover selection. The ROC curve for the secret image of size 64 ×
64 was closer to the point (0, 1) (Fig. 9b, d). The amount
of embedded information in this case was larger. This affected the local characteristics of the stego-images; thus,
the steganalyzers were more sensitive, and the secret information was detected with higher accuracy.
The ROC curve may be used to find the steganalyser parameters that provide the optimal classification accuracy.
This is accomplished by maximizing Youden’s index:
J ¼ TPR þ TNR−1 ¼ TPR−FPR

ð22Þ

while moving along the ROC curve [37]. Here, TPR is
the true positives rate (or sensitivity), TNR is the true
negatives rate (or specificity), and FPR is the false positive rate. The optimal classification accuracy is shown in
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Fig. 10 for the same steganalyzers and techniques used
for cover selection. The accuracy increases with increasing size of secret image. To demonstrate this, a larger
range of secret image size was analyzed. Starting from a
size 64 × 64, the detection accuracy for random covers
was larger than 0.8 (Fig. 10a), which indicated low
security. MSCI always provided lower detection accuracy
(Fig. 10b). The same was true for the steganalysis techniques seen in [31, 32] (Fig. 10c and d, respectively). For
a secret image of size 32 × 32 and 48 × 48, the proposed
method was very stable considering all four steganalysis
techniques. This guaranteed secret communication without detection. The detection rate is reduced by 30% on
average when using the MSCI as shown in Fig. 10b, d
compared with the four steganalysis techniques [28–32]
shown in Fig. 10a, c.
MSCI found a cover image that provided minimal visual distortion. As a result, the DCT coefficients and local
image characteristics did not change significantly. This
made the resulting stego-images more transparent for
the steganalysis tools.

4 Conclusions and future work
In this paper, automatic cover image selection was examined and analyzed in detail. The use of secret image

Fig. 10 a, c Detection accuracy for random cover selection and b, d MSCI choice; different steganalysis techniques were used: a, b CCPEV and
Chen c, d GFR and DCTR
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characteristics for global filtration significantly improved efficiency. The histogram and the entropy were presented as
characteristics. An intensity-based local feature set was also
proposed for local block matching. Its direct relation with
such metrics as the PSNR and MSE was explained analytically, and its efficiency against the existing local block analysis techniques was demonstrated experimentally. In
addition, analysis of the optimal block size and local block
geometrical manipulations was introduced as mechanisms
for further improvement of stego-image quality.
The experiments confirmed the improvements when
using MSCI, both in terms of visual quality and security.
The proposed method outperformed the existing methods
in terms of visual quality. MSCI could be used in security
applications, due to its resistance to modern steganalysis
techniques. We believe that our work introduced a new
way of looking at improving steganographic process as a
whole instead of just focusing on the embedding part.
Further development of the MSCI algorithm is
planned. In particular, more global image characteristics
will be implemented as criteria for cover filtering suitability. Image distortions can be analyzed in both spatial
and DCT domains. MSCI will also be combined with
more advanced DCT domain steganography techniques.
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